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Artificial intelligence (Al) is being widely adopted in modern cvber defense to weave automation and
scalability into the operational fabric of cybersecurity firms. Today, AI aids in crucial cyber defense tasks
such as mahvare and infrusion detection to keep information technology (IT) infrastructure secure.
Despite their value, cyber defense AI agents can be vulnerable to adversarial attacks. In these attacks,
the adversary deliberately manipulates a malicious input by taking a sequence of actions so that a
targeted cyber defense AI agent fails to correctly determine its maliciousness. Consequently, the
robustness of cyber defense AI agents has raised deep concerns in modern cyber defense. Drawing on the
computational design science paradigm, we couple robust optimization and reinforcement learning
theories to develop a novel framework, called reinforcement learning-based adversarial attack
robustness (RADAR), to increase the robustness of cvber defense AI agents against adversarial attacks.
To demonstrate practical utility, we instantiate RADAR for mahvare attacks—the primary cause of
financial loss in cyber attacks. We rigorously evaluate the performance of RADAR as a situated IT artifact
against state-of-the-art machine learning and deep learning-based benchmark methods. Incorporating
RADAR in three renowned mahvare detectors shows an adversarial robustness increase of up to seven
times, on average. We conclude by discussing contributions to information system research as well as
implications for cyber defense stakeholders.
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Introduction I

With the recent increase in the scale and severity of cyber
attacks, artificial intelligence (AI) agents have been developed
to automate cyber defense in information technology (IT)
infrastructure (Apruzzese et al., 2019; Rai, 2017). Cyber
defense Al agents have demonstrated the ability to effectively
detect and remediate threats at an unprecedented scale (Tolido
et al., 2019). New Al agents, including deep neural networks,
have shown promise in rapidly detecting unseen malware files
and network intrusions (Goodfellow et al., 2018). For
instance, Al-based malware detectors can detect unseen
mobile Android malware with 96% precision without
expensive dynamic malware analysis (Narayanan et al.,
2018). Today, leading cybersecurity and IT firms are weaving
Al-enabled cyber defense into their operational fabric to
protect their IT infrastructure with automated malware
detection, intrusion detection, and spam filtering. For
example, Avast and Symantec, two major cybersecurity firms,
benefit from deep neural networks in their proprietary
antivirus products. Endgame uses gradient boosting trees in its
open-source malware detector (Anderson et al., 2018;
Bloomberg, 2018; Song et al, 2022). A large-scale
international survey of IT firms revealed that 69% of them
believe they cannot accomplish cyber defense without Al
agents (Tolido et al., 2019).

However, Al agents have been found to be vulnerable to
adversarial attacks—adversarial data inputs meticulously
modified by an adversary to mislead the Al agent (Yuan et al.,
2019). Cyber defense Al agents are no exception (Apruzzese
et al., 2019). For instance, a previously known malicious
executable could be modified to evade an Al malware detector
by first changing the signature section and subsequently
resetting the file checksum. As another example, malicious
network packets could be modified to evade an intrusion
detection system by performing encoding followed by
fragmentation. In both cases, an adversary crafts adversarial
inputs by taking steps of meticulous and hard-to-notice
changes to the original malicious input (Goodfellow et al.,
2018; Monteiro et al., 2019). The vulnerability of cyber
defense Al agents to adversarial attacks is construed as an
emerging threat to autonomous cyber defense (Goosen et al.,
2018). While cyber defense Al agents are increasingly relied
on to protect IT infrastructure, little is known about
strengthening the robustness of these agents against
adversarial attacks.

In this study, we aim to strengthen the robustness of cyber
defense Al agents by leveraging the theories of robust
optimization (RO) and reinforcement learning (RL). RO
provides a rigorous framework to incorporate the effect of an
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adversary in the optimization process of learning an Al agent
(Bertsimas et al., 2010). This framework promotes a two-
player game between the adversary and the Al agent (Madry
et al., 2018). In the cyber defense context, RO introduces an
adversary who generates evasive adversarial attacks and trains
an Al agent that learns from these attacks to improve its
robustness. As such, RO establishes that robust defense
requires effective adversarial attack emulation (AAE) (Kolter
& Madry, 2018).

As adversarial attacks often involve taking a sequence of
actions to modify the malicious input against the cyber
defense Al agent (Anderson et al., 2018; Fang et al., 2019),
AAE can benefit from modeling the steps taken by the
adversary in attacking the cyber defense Al agents. RL
specializes in examining the sequential interaction of an actor
(e.g., adversary) with the environment (e.g., IT infrastructure
equipped with an Al-enabled detector) over discrete time steps
(Sutton & Barto, 2018). RL is thus well-suited for emulating
the steps (i.e., the sequence of actions) an adversary takes to
craft adversarial attacks. Additionally, the sequence of actions
captured by RL is useful for gaining insights into the
adversary’s strategies and further enhancing the cyber defense
Al agent (Anderson et al., 2018).

Drawing on the computational design science paradigm, we
leverage RO and RL to develop a novel RL-based adversarial
attack robustness (RADAR) framework for enhancing the
robustness of cyber defense Al agents. RADAR discovers
effective adversarial attacks and prepares cyber defense Al
agents to remediate them. Specifically, RADAR offers a novel
RL approach to emulate adversarial attacks and presents a
novel RL-based RO formalization to strengthen the robustness
of cyber defense Al agents against adversarial attacks. Given
that malware attacks are the leading threat to IT infrastructure
(Bissell et al., 2019), we instantiate our RADAR framework
for adversarial malware attacks, evaluate the effectiveness of
RADAR against state-of-the-art adversarial malware
emulation and RL benchmark methods, and present the utility
of RADAR on malware detector robustification. Our
experiments showed that RADAR increased the robustness of
evaluated malware detectors by seven times, on average, and
provided useful insights into designing more robust Al-based
malware detectors. Overall, this study makes three major
contributions.  First, we propose a framework for
strengthening the robustness of cyber defense AI agents
against adversarial inputs at a large scale. To our knowledge,
this is the first robustification framework modeling the
adversarial game between the adversary and the cyber defense
Al agent. Second, we develop a novel RL method for
emulating sequences of adversarial attack actions taken by
adversaries. In addition to outperforming the state-of-the-art
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adversarial attack emulation, our proposed method provides
actionable insights into the vulnerabilities of cyber defense Al
agents. Third, we design a novel RL-based RO method that is
empirically tested to be effective in strengthening the
robustness of cyber defense Al agents. The study provides
cyber defense practitioners with practical insights, including
the significant improvement of adversarial malware detection
rate and the behavior of the repeated game between the
adversary and malware detector.

Research Background I

Four major areas of research are examined. First, we review the
information systems (IS) literature on defending IT
infrastructure. Second, we explore the theory of robust
optimization (RO) as the overarching framework for improving
the robustness of cyber defense Al agents. Third, we review
AAE to examine effective approaches to automatically
emulating adversarial attacks against IT infrastructure. Lastly,
we identify state-of-the-art RL methods for operationalizing
AAE in cyber defense. Based on the review, we identify
research gaps and formalize our research questions.

Defending IT Infrastructure

Recent IS research on defending IT infrastructure can be
classified into three major streams: (1) Al-enabled security
research, which focuses on developing new IT artifacts based
on Al as guided by computational design science (Abbasi et
al., 2010; Rai, 2017), (2) behavioral security research that
aims to model organizational/individual behavior, policy
compliance, and security risk for defending IT infrastructure
(Hui et al., 2018), and (3) economic security research focusing
on modeling the impact of investment, market effects, and
other economic factors on the security of IT infrastructure
(Hui et al., 2018). Table 1 summarizes recent IS studies based
on their focus, research stream, Al agent’s task (if applicable),
and whether they assume an adversarial environment. The Al-
enabled security research stream often focuses on leveraging
Al to design artifacts that learn from human security analysts
and automate selected cybersecurity tasks (Ampel et al., 2024;
Benjamin et al., 2016, 2019; Ebrahimi et al., 2020; Li et al.,
2016; Samtani et al., 2017; Yin et al., 2019; Ebrahimi et al.,
2022). However, these artifacts are often not designed to be
deployed in adversarial environments, where the adversary
can generate adversarial attacks to mislead the artifact. As a
result, the security of these IT artifacts can be compromised,
which is detrimental to the effectiveness of modern Al-
enabled cyber defense (Tolido et al., 2019).

On the contrary, behavioral and economic security studies
have provided theoretical justification for an inherently
adversarial environment (Burns et al., 2019; Karhu et al.,
2018). These studies have incorporated the adversary’s
behavior into their modeling of security phenomena. For
instance, Burns et al. (2019) adopted this view in studying the
impact of insiders’ behavior on information security.
Similarly, Karhu et al. (2018) considered the adversarial role
of hostile firms in protecting software resources from
exploitation. However, there is a lack of research on how to
strengthen the robustness of cyber defense Al agents to
adversarial inputs (Goodfellow et al., 2018). We examine the
theory of robust optimization as an overarching
methodological framework for strengthening the robustness
of Al agents in the presence of adversarial inputs.

Robust Optimization (RO) Theory

Traditional Al agents aim to learn from benign training inputs
via minimizing a cost (loss) function without considering the
scenario in which an adversary could manipulate the inputs.
RO expands the optimization function to account for the
adversary, which leads to learning a robust Al agent (Madry
et al., 2018). RO offers a rigorous, unifying approach that
encompasses  solving two  optimization  problems
simultaneously: (1) emulating an adversary that aims to
mislead an Al agent by maximizing a cost function (known as
inner maximization), and (2) learning an Al agent that reduces
incorrect defense decisions by minimizing the cost function
(known as outer minimization). Given an input x, the inner
maximization finds an adversarial input x+§ that achieves a
high cost for the defender, thus increasing the chance of
evading the cyber defense AI agent. Accordingly, RO’s
objective is formulated as a minimax optimization featuring
competition between the adversary and the Al agent:

m(gn (IE(x_y)ND [rglEaAX t(hy(x + 8), y)]) (1)

In this formulation, hy represents the model associated with
the cyber defense Al agent. x and y denote the original input
(e.g., a malware file) and class label (e.g., benign vs.
malicious), respectively. D is the sampling distribution, and
8 € A represents a perturbation selected from the set of
permissible perturbations (e.g., modifications to the malware
file). While the adversary aims to mislead the agent by
maximizing the loss (the inner maximization in Equation 1),
the AT agent aims to minimize the expected loss ¢ (the outer
minimization in Equation 1). This formulation suggests that
strengthening the robustness of the Al agent requires effective
emulation of the adversarial inputs (i.e., attacks) (Kolter &
Madry, 2018). As such, we next examine nascent methods for
emulating adversarial attacks against IT infrastructure.
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Table 1. Selected Recent IS Literature on Defending IT Infrastructure

; Adversarial
Year |Author(s) Research focus :t?::::m ::‘Isigent s environment
assumption
2024 | Ampel et al Labeling hacker exploits Al-enabled Cyber threat No
’ detection
2022 |Ebrahimi etal. |Multiingual cyber threat detection in the dark web | Al-enabled [ SYPSr!hreat o
2020 |Ebrahimi etal. |Automated cyber threat detection in the dark web Al-enabled Sth?::ig:eat No
2020 |Senetal. The impact of cyber attacks on software market Economic |NA No
2020 | Yoo et al. The irppact of individual self-efficacy on information Behavioral | NA No
security
2019 |Benjamin et al. |Collecting data for Al-enabled security analytics Al-enabled | Text mining No
2019 |Burns et al. The u_npact of insiders’ behavior on information Behavioral |NA Yes
security
Examining employees’ compliance with information .
2019 |Cram et al. security policies Behavioral |NA NA
2019 |[Liang et al. How individuals cope with IT security threats Behavioral |NA No
. - . . Transaction
2019 [Yinetal. De-anonymizing dark web financial transactions Al-enabled classification No
The effect of discussions in hacker forums on DDoS )
2019 |Yue etal. attack victims Economic |NA No
Securing software resources to prevent exploitation )
2018 |Karhu et al. from hostile firms Behavioral |NA Yes
2018 |Vance et al. Examining users’ habituation to security warnings Behavioral |NA No
2017 |Angst et al. Reducing the incidence of security data breaches Economic |NA No
2017 |Hui et al. The impact of law enforcement on deterring DDoS Economic | NA No
attacks
2017 | samtani et al Designing a malware source code classification Al-enabled Malware No
’ system detection
2017 | Temizkan et al. |The impact of software diversity on network security | Economic | NA No
. - . Hacker
S A computational framework to identify key .
2016 | Benjamin et al. participants in conversations among cybercriminals Abenabied gg:;’ieﬁ::s;%: No
. A text mining framework for key seller identification ~ Cybercriminal
2016 |Lietal. in carding shops Atenabled classification No

Adversarial Attack Emulation (AAE)

Adversarial attacks are carried out by strategically taking a
number of actions to meticulously modify the original input (e.g..
malware) so that the functionalities of the original input are
preserved and the defense AI agent (e.g., malware detector) is
misled into an erroneous decision (e.g., labeling the malware as
benign). Functionality-preserving actions can be additive or
editing. Additive actions append content to the input (e.g., adding
bytes to a malware executable) and editing actions change the
main body of the input (e.g., renaming code sections in a malware
executable). Actions can be sensitive to order as the same set of
actions taken in different orders could result in different variants
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(Anderson et al., 2018). Hence, a successful sequence of actions
requires the adversary to interact with the cyber defense AT agent
and leam from the responses sequentially. The adversary
strategically chooses the next actions to achieve evasion based on
the prior responses from the cyber defense AT agent (Fang et al.,
2019). Such interactions are conducted using various threat
models based on the adversary’s knowledge, including white-box
attacks, where the defense AT agent’s model specification is fully
known, black-box (BB) attacks, where the adversary only knows
the confidence scores from the AT agent, and binary black-box
(BBB) attacks where the adversary only knows the binary
decision of the agent (Anderson et al., 2018; Qu etal., 2019). As
the BB and BBB threat models are more realistic in the context
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of attacking IT infrastructure (Rosenberg et al., 2018), we review
the existing AAE research within these two threat models and
summarize prior research in Table 2 along seven dimensions: the
dataset on which they operate, the defense AI agent, research
goal, the adversary’s action type, threat model, whether they can
model the steps (ie., the sequence of actions) taken by the
adversary, and their AAE method. As shown in Table 2, existing
AAE often operates on malware files and network traffic datasets
and targets a wide range of state-of-the-art cyber defense AI
agents, including deep neural networks and gradient boosting
trees (GBT).

Our review of the existing AAE literature identifies several
research opportunities. First, while most AAE studies focus on
the offensive AAE (attack), only a few studies consider
strengthening the defense. The robustness of defense AI agents
could be strengthened by emulating adversarial attacks and
incorporating these adversarial attacks into the optimization of

AI defenders (Apruzzese et al., 2019). Second, most research
focuses on the black-box setting where the AI agent’s
confidence score is available. The binary black-box setting,
which is more realistic in attacks against the IT infrastructure,
is understudied in the current AAE literature (Rosenberg et al.,
2018). Third, real-world adversaries typically use a
combination of additive and editing actions when interacting
with the cyber defense AI agent; however, several existing
AAE methods assume actions to be additive, which could limit
the coverage of the emulated adversarial attacks. Fourth,
prevalent AAE methods fall into three categories: (1) heuristic-
based optimization algorithms (e.g.. genetic programming,
swarm optimization, and hill climbing) (Dang et al., 2017; Dey
etal., 2019; Han et al., 2020); (2) deep generative architectures,
including generative adversarial networks (GANs) (Lin et al.,
2019; Shahpasand et al., 2019; Usama et al., 2019; Zhao et al.,
2021) and recurrent neural networks (RNNs) (Hu & Tan, 2018):
and (3) deep RL (Anderson et al., 2018; Fang et al., 2019).

Table 2. Selected Significant Black-box and Binary Black-box AAE against IT Infrastructure

Defense Al |Research . Threat Action
Year |Author(s) Dataset agent goal Action type model sequence AAE method
2024 |Zhong et al. VirusShare NN Attack Additive BB No GAN
2022 |Huetal. Malwr NN Attack Additive BB No GAN
2021 |zhaoetal. | KDDNEtwork Iy Attack Editing BB No GAN
NN, LR, " Particle swarm
2020 [Hanetal. Network traffic SVM Attack Editing BB No optimization
Signature- - Randomized
2019 [Castro et al. VirusTotal based Attack Additive BB No perturbations
VirusShare, Attack & Enhanced
2019 [Chenetal. Malwarebench |CNN defense Additive BB No randomized
mark perturbations
Contagio PDF | RF & Rule- " Genetic
2019 |Dey etal. malware dump |based Attack Additive BBB No Programming
2019 |Fangetal. VirusTotal GBT Attack Additive BBB Yes Deep RL
2019 |Linetal. KOD network | svM, RF, LR | Attack Editing BB No GAN
Shahpasand et | Drebin Android | RF, SVM, -
2019 al. applications NN, LR Attack Additive BB No GAN
VirusTotal, .
2019 |Suciuetal.  |Reversing Labs, |CNN Attack Additive BB No Append benign
- features
FireEye
KDD network Attack & "
2019 |Usama et al. traffic NN, RF, LR defense Editing BB No GAN
2018 [Anderson etal. | VirusTotal GBT Attack Editing BBB Yes Deep RL
2018 |Hu & Tan Malwr dataset | RNN Attack Additive BB No Senerative
2017 |Dang et al. PDF malware |RF Attack Additive BBB Yes Hill Climbing

Note: NN: Neural Network, GPT: Generative Pre-trained Transformer, LR: Logistic regression, SVM: Support Vector Machine, RF: Random Forest,
GBT: Gradient Boosted Trees, CNN: Convolutional Neural Network, GAN: Generative Adversarial Network, RNN: Recumrent Neural Network
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Neither heuristic-based optimization algorithms nor deep
generative architectures are inherently designed to trace and
model the adversaries’ sequences of actions as the adversary
interacts with the cyber defense AI agent over time (Sutton &
Barto, 2018). Moreover, GAN-based AAE methods typically
require a mapping function projecting the generated
representations from the GAN generator to functional adversarial
attacks. Such a functionality-preserving mapping function might
not always be available for arbitrary contexts, especially when the
malware representation used by the defender is unknown
(Anderson et al., 2018). As we elaborate in the next subsection,
RL presents a natural fit for AAE. as RL is designed to model the
adversary’s decision-making process in interacting with the cyber
defense AI agent and has demonstrated promising results in
pioneering AAE research. In particular, RL-based methods
optimize the sequence of adversary actions, accommodate both
order-sensitive and order-insensitive actions, and preserve the
functionality of the original input.

Reinforcement Learning for AAE

RL is a Markov decision process in which an agent interacts with
an environment over discrete time steps (Sutton & Barto, 2018).
Denoting the environment state space and the agent’s action
space by § and <A, respectively, and given a state s; € S at time
step t, the agent takes an action a; € A based on a policy

n(a; |st) and consequently receives the immediate reward
r(s¢, a;) from the environment. The goal of RL is to leamn the
optimal policy distribution 7(a | s) that maximizes the retun R
(expected cumulative discounted reward) over subsequent time
steps. Accordingly, RL is particularly suited for modeling the
adversary’s sequential actions in attacking IT infrastructure, as
the adversary iteratively makes attack decisions based on the
response from the IT infrastructure.

Leaming the policy 7 is closely tied to estimating the state-action
value Qn(st, ar) = Egor[Re|St, a:] denoting the expected
return following policy . Deep RL has shown breakthrough
results in many recent applications by estimating the policy m and
the state-action value Q,, with deep neural networks (Silver et al.,
2018). In deep RL, an adversary’s behavior can be modeled as
learning a deep neural network parameterized by 6 that estimates
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Malicious Input

Figure 1. Overview of the Interaction Between the Adversary and Cyber Defense Al Agent in Deep RL
Framework to Enable AAE
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policy m. Finding the policy mg(as|s;) that maximizes the
reward lends itself to solving a stochastic optimization problem
for finding parameter 6 that maximizes the expected cumulative
discounted reward across all trajectories:

J(67) = maxE.[%o vir(se an)l. @

where T = sy, ay, --., S, @; denotes the trajectory (sequence of
state-actions), and y € (0,1) is a discount factor to ensure the
sum is not divergent. Due to the large dimension of states in real-
world problems, this optimization often cannot be exactly solved
with deterministic optimization techniques such as integer, linear,
or dynamic programming (Sutton & Barto, 2018). While these
well-established approaches are useful, they often require
restrictive assumptions, such as expressing the problem with
linear constraints or knowing the environment’s characteristics
(i.e., transition probabilities of the Markov decision process). RL
models the sequential interactions between an RL agent and the
environment. The RL framework is well-suited for modeling the
adversary’s actions in the game between the adversary and the
cyber defense AT agent. Figure 1 illustrates an overview of this
framework in the context of AAE.

As shown in Figure 1, the RL agent models the adversary who
interacts with the environment of an IT infrastructure equipped
with a cyber defense AI agent. The adversary applies actions
(from a finite discrete action space) on a malicious input to
generate an evasive adversarial input (e.g., a malware variant).
The environment encompasses the malicious input and the cyber
defense AT agent (e.g.. malware detector). The state denotes the
agent observation reflecting (1) the changes in the malicious input
resulting from the adversary’s modifications and (2) the internal
defense strategy of the cyber defense AT agent. While the former
is available to any adversary, the latter is not accessible in black-
box settings (Anderson et al., 2018). The state space observed by
the RL agent encompasses all possible representations over all
adversarial variants. The cyber defense AI agent examines the
adversarial input variant and reveals its response to the adversary
(benign or malicious). Evasion occurs when an adversarial
variant is recognized as benign by the defense AI agent. For a
given action and state, a positive reward is given to the adversary
upon successful evasion. The adversary strategizes its actions to
maximize its camulative reward.
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Numerous deep RL methods have been proposed in the recent
literature (Fellows et al., 2019; Fujimoto et al., 2018; Haarnoja
et al., 2018; Hasselt et al., 2016; Mnih et al., 2016a; Schulman
etal, 2015, 2017; Wang et al., 2017). We present a taxonomy
of deep RL methods in Appendix A, featuring three crucial
considerations for AAE. These considerations are rooted in
real-world AAE domain characteristics: First, for successful
AAE, interactions with the Al agent must be minimized to
avoid detection by the cyber defense Al agent (Kreuk et al.,
2018). As such, deep RL models must be highly sample-
efficient (i.e., minimize the number of interactions with the
environment). Some recent deep RL methods are focused on
high sample efficiency to reduce the number of interactions
with the environment. These methods include variational actor-
critic (VAC) (Fellows et al., 2019), soft actor-critic (SAC)
(Haarnoja et al., 2018), actor-critic with experience replay
(ACER) (Wang et al., 2017), and double deep Q-network
(DDQN) (Hasselt et al., 2016). These highly sample-efficient
deep RL methods are more applicable to the AAE domain.
Second, as AAE involves large sequences of byte streams (e.g.,
file bytes, network traffic), the deep RL method needs to operate
on a combinatorially large number of states (Anderson et al.,
2018). While this requirement is not met in many recent deep
RL methods (including ACER and DDQN), VAC yields
breakthrough performance in complex tasks with a large
number of states, leading to a 33% higher cumulative reward
over SAC in tasks with high-dimensional states (Fellows et al.,
2019). Third, the attack vector in AAE is inherently discrete.
The action space encompassing possible modifications by the
adversary (e.g., editing malware timestamp) is not continuous
(e.g., rotating a robotic arm) (Kreuk et al., 2018). Among the
highly sample-efficient deep RL methods, ACER, DDQN, and
VAC have shown promise in environments with discrete
actions. However, ACER and DDQN are not explicitly
designed to handle large state spaces encountered in AAE.
Extending these methods to handle a high number of states is
nontrivial due to the computational complexity of their
objective functions (Fellows et al., 2019). VAC’s success in
high-dimensional state spaces makes it attractive in AAE.

Variational Actor-Critic (VAC)

VAC is a sample-efficient method for high-dimensional state
spaces, which operates based on the actor-critic (AC) model
(Fujimoto et al., 2018). AC has been shown to provide accurate
estimations of the adversary’s actions based on the reward
feedback from the environment (Fujimoto et al., 2018). This is
achieved by directly learning from the gradients of the policy
during interacting with the environment, as expressed by the
policy gradient theorem (Sutton & Barto, 2018). To solve the
objective given in Equation (2), the policy gradient theorem
offers a practical way to obtain an unbiased estimate for the

gradients of the expected return of state s under policy g,
known as value function Vg(s) (derivations are given in
Appendix C):

Vo/(6) = Er,[Velogmg (acls,)Qr, (st ar)], 3)

in which 7mg(a;|s;) is leaned by an actor network and
Qr, (s, ;) is learned by a critic network in an AC setting. To
conduct this approximation, AC employs two iterative steps,
carried out by the actor and critic:

1. Policy improvement: the actor estimates a policy gy based
on a given action-value function Qp,. The actor is
characterized by a neural network, parameterized by 6, that
approximates a policy mg(als), a probability distribution
over actions.

2. Policy evaluation: the critic estimates the action-value
function based on the current policy m. The critic is
characterized by a neural network that accepts a state-action
pair and outputs the expected value of state-action pairs to
estimate Qp, (s, a).

In their seminal work, Fellows et al. (2019) showed that in large
state spaces, the approximation is solved more effectively via
variational inference (variational AC (VAC)). Variational
inference approximates the action posterior g (a;|s;) with a
tractable family of distributions (Fellows et al., 2019). Despite
its usefulness, the standard VAC can benefit from improved
gradient estimates when applied to AAE scenarios with a large
number of states.

Research Gaps and Questions

Our review of defending IT infrastructure suggests a vital need
for cyber defense Al agents that are robust to adversarial
attacks. While AAE is an active research area, there lacks a
framework that considers both attack and defense to model the
game between the adversary and the Al agent. Also, only a few
AAE methods comply with a realistic threat model (i.e., binary
black box AAE). Furthermore, many AAE methods are mainly
additive and thus limited in their coverage of generated attacks.
In addition, most AAE methods are limited in their ability to
model the adversary’s sequential decision-making process in
interacting with the cyber defense Al agent. As such, using deep
RL to model the sequence of actions and RO to enhance defense
could address these gaps. However, state-of-the-art deep RL
methods designed for continuous environments need
enhancement for discrete actions in cyber attacks. Additionally,
it is unclear how RO can be extended to incorporate effective
RL-crafted attacks. Given these gaps, the following research
questions are posed: (1) How can the RO theory be leveraged
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in cybersecurity to strengthen the robustness of cyber defense surrogate model of the defense AI agent. The only
AT agents? (2) How can effective adversarial attacks be information available to the adversary from the defense AT
emulated with deep RL to establish RO? (3) What mitigation agent is a strictly binary response denoting whether the
strategies can be learned from utilizing RO and RL to guide the input is detected as malicious or not.

design of more robust cyber defense AT agents?

3. The defense AI agent can only observe the adversarial
inputs generated by the adversary and does not have access

Proposed Design ] to the adversary’s internal information (i.e., model

parameters and architecture).

To address these research questions, we propose a novel

framework, RADAR, that optimizes the robustness of cyber Under these assumptions, RADAR consists of three inputs, two

defense AI agents. RADAR operates under three realistic main phases, and two tangible outputs from each phase. Figure
assumptions based on the literature and feedback from three 2 provides an overview of the RADAR framework, including
malware analysts in the National Cyber-Forensics and Training its inputs, phases, and task(s) in each phase; the method to
Alliance (NCFTA): operationalize each phase; and outputs. RADAR accepts
adversarial attack vectors, a vulnerable defense AI agent, and

1. The adversary’s goal is to modify a malicious input into malicious input data as its inputs. The adversarial attack vectors
adversarial variants capable of evading the defense Al To determine a set of permissible modifications (i.e., actions) that
this end, the adversary can apply a sequence of additive or operate on the malicious input data to mislead a vulnerable
editing actions on a malicious input and observe the state of cyber defense AT agent. While the adversarial attack vectors are

the input (e.g.. characteristics of a malware file). specific to each application domain, reconnaissance sources to

identify them may be common. Major reconnaissance sources
useful for identifying adversarial attack vectors include current
attack literature, domain experts, and cybersecurity reports

2. The adversary has no access to the internal information of
the defense AI agent, including model parameters,

architecture, confidence score, and any pre-trained (presented in Appendix B1)

Figure 2. Overview of the RADAR Framework
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Concrete examples of adversarial attack vectors in the malware
domain are given in the instantiation of RADAR. Determining
these adversarial actions is a prerequisite for conducting AAE
in Phase 1. The vulnerable defense Al agent denotes the cyber
defense model that is to be robustified against adversarial
attacks (e.g., malware or intrusion detection models). In most
cybersecurity applications, the malicious input denotes a set of
domain-specific sequence data (e.g., malware byte sequence,
malicious network traffic) serving as seeds for modification and
the construction of adversarial attacks.

Phase 1 is centered around adversarial attack realization. The
focal task in this phase is generating adversarial attacks via
AAE. At the heart of Phase 1 stands a novel RL-based method
called reparametrized variational actor-critic (r-VAC). Phase 1
outputs an adversarial attack generator policy capable of
misleading (i.e., evading) the cyber defense Al agent. Phase 2
focuses on defense realization for the mitigation of generated
attacks. Accordingly, the primary task in this phase is
robustifying the Al agent against adversarial attacks. We
propose a novel method called RL-based robust optimization
(RL-RO) to operationalize this phase. Phase 2 yields a robust
cyber defense Al agent model that counteracts adversarial
attacks. These two phases form an iterative sequential process:
The learned stochastic policy in Phase 1 can be used multiple
times to generate different adversarial variants. That is, the
defense Al agent could detect some observed variants as
malicious while missing others generated under the same
policy. Once enough generated samples from that policy are
observed in Phase 2, the policy is updated, and the game
between the attacker and defender continues. We next detail
each phase of RADAR and instantiate the framework for the
adversarial malware attack domain.

Phase 1: Adversarial Attack Emulation

Phase 1 aims to emulate the adversary based on the identified
adversarial actions. Accordingly, Phase 1 outputs an adversarial
attack generator that mimics the adversary’s actions to evade a
cyber defense Al agent hy, parametrized by ¢. In Phase 1, the
adversarial attack generator Ilg p " (x), receives a malicious
input x, which is detectable by hy and yields adversarial input
x + &%, which is undetected by the cyber defense Al agent,
where §* represents the optimal modification that leads to the
evasion. As the attack generator is represented by the policy,
with a slight abuse of notation, we refer to its parameters by 6.

Attack model problem specification: We model the
adversarial modification of malicious inputs for evading
detection as a Markov decision process with the following
components:

Each state s € S is defined by the representation of a
malicious input. The state space S is defined as the set of all
feasible malicious inputs. An action a € A corresponds to
performing an adversarial modification to the malicious
input (e.g., malware, network traffic) from action space A.
In the context of cyberattacks, the action space is assumed to
be finite and discrete. Moreover, the action needs to preserve
the integrity of the modified input (e.g., the modified
malware variants need to maintain the malicious
functionality). The policy m(a|s) is a function that
determines the candidate action to maximize expected future
rewards, given the current state. Emulating adversarial
attacks is tantamount to learning a policy distribution over a
set of actions. The reward r(s,a) depends on whether the
adversarially modified malicious input can evade the
defense model while maintaining functionality. A fixed
positive value is awarded when a functionality-preserving
evasion occurs. A cumulative reward captures the potential
of future evasion from the defense model. The adversary
strategizes its actions (on the current and other malicious
inputs) to maximize its cumulative reward by creating
evasive variants.

In this specification, the adversary performs an action to
modify a malicious input. The Al-enabled defense model
examines the adversarial input and signals a positive reward
to the adversary upon evasion. The reward informs the
adversary to strategize its actions to maximize its cumulative
reward by generating evasive adversarial attacks. As noted
in the RL review, VAC is a viable approach to mimic the
adversary’s actions. To further improve the variance of
gradient estimations in VAC, we propose r-VAC
(reparametrized VAC), which reparametrizes actions via
approximate sampling, yielding a more effective attack
generator (i.e., actor network) in discrete action spaces for
cyber defense. The actor network in VAC performs policy
improvement, which translates to estimating mgy(als), a
distribution over actions, given the states. Learning this
action distribution involves gradient estimations over
g (als), as presented in Equation (3). Jang et al. (2017) and
Maddison et al. (2017) showed that improved gradient
estimations for discrete random variables (as for actions in
AAE) can be achieved by reparameterizing them via
approximate sampling. Inspired by their seminal work, we
propose reparameterizing the discrete actions in attack
generation by sampling from a differentiable Concrete
distribution over attack vectors. Concrete distribution is a
differentiable distribution that allows sampling from discrete
variables in neural networks (Jang et al., 2017). We next
detail approximate sampling and its integration with VAC.

MIS Quarterly Vol. XX No. x / xxxx 202X 9



Ebrahimi et al. / A Framework for Developing Adversarially Robust Cyber Defense Al Agents

(differentiable)

Softmax with temperature A

(differentiable)

Component-wise addition
(differentiable)

Approximated action

[log all log a2I I log an]

Actor Network Output

Gy, ~ Gumbel (i.i.d.)

Figure 3. Sampling Graph of Concrete Distribution for Action Distribution a ~ Concrete(a, 1) with n

Discrete Actions (modified based on Maddison et al., 2

017)

Approximated Concrete
Distribution (Differentiable)

Attack Vector Space
(Discrete Action Space)

_________________________________

"\

Figure 4.

Approximate Sampling

__________________________________ RLAgent
f Actor

Action Reparameterization

[l  Actor Network (Approximate Sampling)

o Softmax Ak } T
i (Policy Improvement)

Q  (Policy Evaluation) Reparameterized Action !
Ll critic Network Reward

Our Proposed r-VAC for Learning Policies on Discrete Action Spaces by Extending VAC via

Approximate Sampling of Actions with Concrete
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Let a;, denote the probability assigned to each action in the
policy by the actor network. Approximate sampling with
Concrete distribution reparameterizes the stochastic discrete
action variable as a differentiable function of G, a random
variable identifying a Gumbel distribution (see the last part in
Appendix C). The sampling includes the steps shown in
Figure 3. First (bottom left corner of Figure 3), the probability
of the sampled discrete action from the actor network is
projected to a logarithmic scale for numerical stability
(Maddison et al., 2017).

Second (bottom right corner of Figure 3), independent and
identically distributed (i.i.d.) random variables are sampled
from the Gumbel distribution. Third, the samples from the
Gumbel distribution (Jang et al., 2017) are combined with the
discrete action probabilities through component-wise addition
and a softmax operator parameterized by A € (0, ), which is
referred to as “temperature,” inspired by thermodynamics
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(middle of Figure 3). Following this process leads to a
Concrete distribution over the outputs of the actor network,
which is expressed via the following equation (Maddison et
al., 2017):

exp((log ax+Gi)/2)
Xiz exp((oga;+6;)/A)’

)

ag =

where the obtained sample a;, is differentiable and can be used
for learning the actor network via gradient ascent. Intuitively,
as A — 0, samples from the Concrete distribution become
closer to the ones from a categorical (discrete) distribution but
the variance of the gradient increases (Maddison et al., 2017).
In our experiments, moderate values (e.g., A =0.5)
performed well. Figure 4 shows an abstract view of r-VAC,
extending VAC by approximate sampling for
reparameterizing a discrete action space to obtain better
gradient estimates. As shown, the discrete samples are
approximated by a differentiable Concrete distribution over
the attack vectors (right dashed box). The novelty in the design
of r-VAC lies in its ability to effectively perform gradient
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estimations in environments with discrete action spaces
achieved by reparametrizing the action space via approximate
sampling. The obtained policy network from r-VAC is an
effective adversarial attack generator that yields high-quality
attack vectors. This attack generator is useful for creating
robust models in Phase 2.

Phase 2: Defense Realization with RO

Phase 2 seeks to automatically improve the defender’s
robustness using the adversarial attacks generated in Phase 1.
To this end, we draw on empirical robust optimization theory
to propose RL-based RO (RL-RO), which leverages the RL-
enabled attack generator from Phase 1 to improve the
defender’s robustness. The RL-RO process initially receives a
cyber defense Al agent that is vulnerable to adversarial inputs
and yields a robust defense Al agent. RO minimizes the Al
agent’s loss while competing against an adversary that aims to
mislead the agent by maximizing the loss. RO’s minimax
optimization requires the gradients of the inner maximization
given in Equation (1): Vg max £(hy(x + 6),y). Based on

Danskin’s theorem (Danskin, 2012), computing the gradient
of a function containing a max term requires finding the
maximum point §*(x) first, and then evaluating the gradient
at this point: Vg max £(hy(x + 67 (x)),y), where §*(x) is
the optimal modification that maximizes the loss of the cyber
defense Al agent. However, finding the exact theoretical
maximum is difficult due to irregularities of the loss surface.
Kolter and Madry (2018) show that the maximum can be
approximated by incorporating a suboptimal attack into the
RO’s inner maximization. We hypothesize that such
relaxations could be useful in obtaining a significantly
robustified Al agent. Thus, we approximate the inner
maximization by the adversarial attack generator Ilg ), é )

from the resultant policy network in r-VAC from RADAR’s
Phase 1.1lg p, " (x) approximates the optimal adversarial attack

sample ( x + §*(x) = l'[g_h¢ (x)). That is, for a given input

sample x, rglgj{f(h(p(x +6),y) = f(hd, (Hgihd’(x)),y),
giving rise to RL-based RO:

min (Eeeyy-o [£ (g (Mo, 00). 7)]). ®)

where Iy p, ¢(-) denotes a suboptimal adversarial attack

model against the AI agent model hg. The outer
minimization can be solved by stochastic gradient descent
(Kolter & Madry, 2018). The outer minimization procedure
is given in Appendix D. While a global exact solution to this
minimax optimization could be impractical in practice
(Arjovsky et al., 2017), suboptimal useful solutions could be

empirically found in practice by alternating between the
minimization and maximization steps. We show that this
approach leads to significantly robustified Al agents in the
Evaluation section below.

Instantiation of RADAR for Malware Attacks

Malware attacks have continued to be the leading cause of
financial loss and damage to IT infrastructure over the last few
years (Bissell et al., 2019). The cost of malware attacks per IT
firm has increased by 11% to an average of US$2.6M annually
(Bissell et al., 2019). Following the computational design
science paradigm (Gregor & Hevner, 2013), we present the
instantiation of RADAR as a situated implementation of our
design for the malware attack domain. Consistent with
(Peffers et al., 2007), our instantiation was rigorously
evaluated through a series of quantitative benchmark
experiments. We note that the provided instantiation serves as
a proof of concept and proof of value for the proposed
RADAR framework and is not meant to provide the best
solution to the adversarial malware example generation
problem. We next introduce our malware research testbed and
the instantiation of RADAR’s phases for this testbed.

Adversarial Malware Attack Vectors

Adversarial malware attack vectors are designed to yield
polymorphic variants that preserve the malicious functionality
of original malware executables without requiring access to
malware code. Based on the extant malware analysis
literature and consultation with two malware analysts, we
identified 10 functionality-preserving adversarial actions for
the malware attack. Functionality assessment is detailed in
Appendix B2. Figure 5 presents these actions, their
descriptions (left), and their corresponding point of effect in
the malware executable (right). The actions include remove
signature (RS: unlink the digital signature from the certificate
table in the header), change timestamp (CT), break checksum
(BC: setting the file’s checksum to an arbitrary value), remove
debug (RD: unlink the debug section from the file header),
section rename (SR), add import (Al: add a library or function
to the import table), add section (AS: add a new section to
existing sections), overlay append (OA: inject bytes into the
file), compression (CO: compress file), and decompression
(DC: decompress a packed binary file). Consistent with
Anderson et al. (2018) and Fang et al. (2019), for actions such
as CT, SR, and Al that accept an operand (e.g., the name of
the library to import for Al or the section name to add for AS),
the operands for each action were selected from predefined
lists. Actions can be repeated multiple times in one sequence.
To maintain the Markovian property, no domain-specific
limitations are enforced on the order of actions.
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Figure 5. Functionality-Preserving Attack Vectors on Malware Executable File (Left) and their Corresponding

Point of Effect (Right).

The provided actions are not meant to be exhaustive, and
without lack of generality, can be extended to form long
sequences and include more complicated attacks. Iterative
application of these actions forms a sequence resulting in a
polymorphic, functionality-preserving variant of the original
malware executable that evades a targeted malware detector.
For example, CT—=SR—CO represents an action sequence
that changes the file’s timestamp (CT), followed by renaming
a section (SR) and then compressing the entire file (CO).
These actions affect certain parts of the malware executable
(right side of Figure 5). As shown on the right side of Figure
5, a malware executable consists of three major parts: file
header, sections, and overiay. The file header includes the
metadata (timestamp, file name, data addresses) required to
run the executable. The sections include the actual executable
content (i.e., code). The overlay denotes the space at the end
of the file where the content is not executed. These actions
were implemented using LIEF, a Python library that modifies
executables at the byte level.

Adversarial Malware Attack Emulation: Phase 1

Generate adversarial malware attacks: The instantiation of
Phase 1 involved developing RL-based malware attacks
against malware detectors. To this end, we formalized
adversarial malware attacks against malware detectors under
the RL framework. This formalization entailed characterizing
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the malware state, adversarial actions, policy, and reward as
follows: As the internal state of the detector in the
environment was not visible to the adversary, consistent with
Anderson and Roth (2018), we used a feature vector to
represent the malware state space. To this end, the state of the
malware executable was constructed via extracting a holistic
set of features represented in a 2,350-dimensional vector
extracted from malware files. These features included header
metadata, section metadata (section name, size, and
characteristics), import and export libraries metadata, counts
of human-readable strings (such as file paths, registry keys,
and URLSs), byte histogram (256 values denoting the counts of
each byte value in the executable), and 2D byte-entropy
histogram (Saxe & Berlin, 2015). The adversarial actions
were selected from a discrete set of functionality-preserving
modifications of malware executables shown in Figure 5. The
policy was denoted by a neural net determining the next
adversarial action based on a given malware state, as noted.
The policy’s repetitive execution yields an adversarial action
sequence required to generate an evasive malware variant
(e.g.. CT-SR—-SR—AI—-CO). Consistent with Anderson et
al. (2018). an immediate reward R € {0,10} is signaled to the
agent after every step, where 0 denotes detection and +10
denotes evasion while preserving original functionality.
Under the black-box attack model assumption, the confidence
score of the malware detector is not accessible. As such, the
reward magnitude denoting the evasion in RL-based AAE is
often a fixed positive value (Anderson et al., 2018).
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Table 3. Al-Based Malware Detector Used for Evaluating Performance of RADAR in Adversarial Attack Emulation

Detector model Developer Architecture Malware Feature extraction Suitable
detector type [mechanism adversary

LGBM Endgame Inc. | Gradient Boosting | ML-based Engineered features | Editing
(Anderson & Roth, 2018) Trees from file metadata
MalConv Laboratory of | CNN variant trained | DL-based Automatically extract | Additive
(Raff et al., 2018) Physical on 1 million from whole malware

Sciences malware samples binary
NonNeg Laboratory of | CNN variant with DL- based Automatically extract | Additive
(Fleshman et al., 2019) |Physical enforcing gradients from whole malware

Sciences to be positive binary

Note: ML: machine leaming; DL: deep leaming

Malware environment: Consistent with Figure 1, the
malware environment encompasses the modified malware
variant and the malware detector. Aligned with realistic
adversarial malware attacks, the environment does not require
accessing the source code of the malware executable. The RL
environment in our experiments was built on top of the
OpenAl Gym RL library and enhanced the “malware-env”
environment developed by Anderson et al. (2018). To ensure
the same episode length across all RL models, in each episode
of the game, the agent can apply up to a maximum of five
adversarial actions to evade the malware detector. The agent
was given at most three chances to modify a specific malware
file to evade the detector. Non-evasive action sequences
yielded a zero reward. Consistent with (Anderson et al., 2018:
Fellows et al., 2019), e-greedy exploration strategy was
adopted to maintain the balance between exploration and
exploitation, and all RL training algorithms were executed on
a budget of 10,000 time steps. To construct the environment,
we identified three renowned Al-based malware detectors
based on their recency and performance in the cybersecurity
community. These detectors were also used in Endgame’s
Malware Evasion Competition in 2019. Since proprietary
commercial tools do not provide the opportunity to enhance
the detector model, these three detectors are selected to be
highly cited open-source tools. As detailed in Table 3, the light
gradient boosting method (LGBM) developed by Endgame
Inc. uses boosted decision trees and gradient-based sampling
(Ke et al., 2017) to achieve efficient and accurate malware
detection (Anderson & Roth, 2018). MalConv is a premier
open-source deep learning-based malware detector developed
by the Laboratory of Physical Sciences, which uses a large
convolutional neural network (CNN) trained on over a million
malware executables.

NonNeg is a variant of MalConv, developed by the
Laboratory of Physical Sciences, that restricts the error
gradients to be positive to increase the robustness against
adversarial attacks (Anderson & Roth, 2018). The LGBM
detector leverages 2.350 features mainly extracted from the
metadata section of the malware file and thus is less
vulnerable to adding contents to the file overlay (Anderson &

Roth, 2018). In contrast, deep learning-based detectors (i.e.,
MalConv and NonNeg) automatically extract features from
the raw content of malware executables. They are hence
expected to be more susceptible to additive adversarial
actions.

Malware Defense Realization: Phase 2

Robustification against adversarial malware attacks: The
instantiation of Phase 2 involved the robustification of
LGBM, MalConv, and NonNeg detectors. The original
pretrained models for these three malware detectors are
available as part of their corresponding open-source packages.
These trained models were robustified by conducting the
robustification process detailed earlier in RADAR’s Phase 2.
The robustification algorithm is given in Appendix D.

RADAR'’s Technical Novelty

The technical novelty of our proposed framework is twofold.
First, we propose r-VAC that equips VAC with more effective
gradient estimations for AAE. This is achieved by
approximating the policy with a differentiable Concrete
distribution over discrete attack vectors. Second, we propose
RL-RO, which incorporates adversarial inputs generated by 1-
VAC into RO’s minimax optimization. We used the policy
network from r-VAC to approximate optimal adversarial
attacks to address the inner maximization.

Evaluation

Malware Testbed

Based on the prior malware analysis literature and consulting
three malware analysts, we selected VirusTotal as one of the
most reputable repositories of emerging malware that
aggregates information from multiple contributors worldwide
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(Kyadige et al., 2020). To construct our testbed, we obtained
an academic license from VirusTotal that provided access to
approximately 33.2 GB of recent, working malware
executables (28,038 files) collected from 2017 to 2019.
Following Raff et al. (2018). to obtain a benign executable
dataset, we collected an additional 13,554 (5.04 GB) benign
executables from a clean installation of Microsoft Windows.
The malware testbed served as the initial seed for generating
adversarial attacks and evaluating evasion rates. The benign
dataset was used for FPR evaluations. Our malware testbed
included six types of malware executables that frequently
damage IT infrastructure: adware, botnet, ransomware,
rootkit, spyware, and virus. The description of each malware
type and the breakdown for each type are given in Table 4.

Consistent with practical guides in Allix et al. (2015) and
Pendlebury et al. (2019), to develop robustification against
future attacks using the knowledge obtained in the past (rather
than future knowledge), malware executables from 2017 and
2018 were used for training, validation, and testing the attack

model in RADAR’s Phase 1 and malware executables from
2019 were used for the evaluation in Phase 2. As the data was
collected from VirusTotal, the distribution of the malware
files aligns with their prevalence in the real world.
Accordingly, adware is the most common type due to its
potential financial gains (Kujawa et al., 2020). The large size
of rootkits is due to their common usage for unauthorized
access, serving as a fundamental tool in other attack types
(Kujawa et al., 2020). However, malware types of relatively
smaller sizes, such as ransomware, are among the most
detrimental (Bissell et al., 2019). Consistent with RADAR’s
overview in Figure 2, we first identified the adversarial
malware attack vectors.

Experiment Design

To systematically evaluate RADAR and its practical utility in
the malware attack domain, we conducted three experiments
and a cybersecurity case study, as summarized in Table 5.

Table 4. Malware Samples in the Testbed

Malware type |Description RADAR'’s Phase 1 evaluation |RADAR’s Phase 2
evaluation

Adware Shows unwantgd ads anfi forces internet 2,647 (3.1 GB) 5,714 (14.6 GB)
traffic to advertisement sites

Botnet A network of bots connected through the 941 (0.47 GB) 2,827 (1.9 GB)
internet

Ransomware Encrypts data, restricting access until 1310 (1.2 GB) 2,118 (3.3 GB)
decrypted by adversary ; ’ :

Rootkit Grants admin privilege to malware author 1265 (0.94 GB) 4,127 (3.4 GB)
Allows malware authors to steal personal

Spyware information covertly 968 (0.60 GB) 2,203 (1.3 GB)

Virus Corrupts files on the host system 972 (0.4 GB) 2,946 (2.0 GB)

Total - 8,103 19,935

Table 5. Experiment Design

Experiment |Experiment Description RADAR Evaluation metric
category phase(s)
Performance Exberment 1 Compare the performance of r-VAC with state-of-the-
evaluation P art attack methods .
Sensitivity Phase 1 Evasion rate
analysis Experiment 1.1 | Measure sensitivity to the reward magnitude
Peﬁormance Experiment 2 Measqre thg red.uctlon in evasion rate before and after Phase 2 Evaﬁlon rate, false
evaluation robustification with RL-RO in a single game positive rate
Repeated Show latter-round defense strategies are robust .

. - : . Phase 1 & |Evasion rate, false
game Experiment 3 against both earlier-round and latter-round attacks in a o ’
analysis repeated game Phase 2 positive rate
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Table 6. Overview of Selected Benchmark Methods

Benchmark |Benchmark Benchmark method name Reference(s)
category approach
Baselines Random actions Anderson et al., 2018; Chen et al.,
Benign feature append (BFA) 2019; Suciu et al., 2019
Non-RL Surrogate-based Surrogate-based RNN Hu & Tan, 2018
Meta-heuristic EvadeHC, GAMMA Dang et al., 2017, Demetrio et al., 2021
Baseline Policy gradient Sutton & Barto, 2018
Q-Learning Double deep Q-network (DDQN) Fang et al., 2019; Anderson et al.,
2018; Hasselt et al., 2016
Rainbow Hessel et al., 2018
RL-based I U-ARM bandit |MAB-malware Song etal., 2022
Actor-critic Actor-critic with experience replay (ACER) |Anderson et al., 2018; Wang et al.,
2017
Asynchronous advantage actor-critic (A3C) | Mnih et al., 2016b

To rigorously compare RADAR to other alternatives,
Experiment 1 compared RADAR’s performance on
adversarial attack realization to eight leading black-box
adversarial malware attack methods from malware attack
literature against three identified malware detectors. These
methods were selected to represent both non-RL (Surrogate-
based, meta-heuristic) and RL-based methods (actor-critic and
Q-Learning), as summarized in Table 6. Within the non-RL
category, we included two common baseline attacks: random
actions (RA) and benign feature append (BFA). Consistent
with Anderson et al. (2018), at each step of the sequence, RA
selects a random action with uniform probability without
learning any policy. Consistent with Suciu et al. (2019), BFA
is another widely adopted non-RL baseline method that often
performs better than random modifications. BFA injects
portions of benign files into the malware executable to
generate benign-looking samples. EvadeHC represents a well-
established metaheuristic approach that uses hill climbing to
operate in black-box settings. GAMMA is a meta-heuristic
alternative designed based on genetic programming
(Demetrio et al., 2021). EvadeHC’s and GAMMA s GitHub
implementations were adopted for comparison. Surrogate
RNN uses a generative surrogate RNN architecture to operate
in black-box settings. Since the authors did not provide the
implementation, we carefully implemented the generative
RNN based on the specifications mentioned in the paper.

In the RL-based category, policy gradient (Sutton & Barto,
2018) was selected as the baseline for RL-based adversarial
attack models. Double deep Q-network (DDQN) is a well-
established RL-based binary black-box method that leverages
two neural networks for better estimation of the action-value
function Q. ACER leads to an effective RL-based binary black-
box method that yields the state of the art in malware and other
domains by applying variance reduction techniques to reduce the
instability of learned policies in the core AC model (Anderson et

al., 2018). Rainbow (Hessel et al., 2018) features a more holistic
version of DQN that aggregates several advancements in a
modern Q-leamning RL to improve performance. A3C (Mnih et
al., 2016b) features a powerful actor-critic model called
asynchronous advantage actor-critic that gained significant
popularity for breakthrough performance in Atari games. For RL
methods, the implementation in the Intel Lab’s Coach RL
environment was used. The best parameters for all methods were
selected based on the performance on the validation set. Each
experiment with optimal parameters was repeated five times,
and the average performance was reported (Demsar, 2006). To
qualitatively examine the benefits of r-VAC’s explainability in
AAE, consistent with Anderson et al. (2018), we further
analyzed the constituent adversarial actions generated by the
learned policy in 1-VAC. To this end, we obtained the most
frequent adversarial actions leading to the generation of evasive
malware variants against LGBM, MalConv, and NonNeg
malware detectors. We show how such insights can help
mitigate attacks in malware detector design. Given the crucial
role of the reward in RL. Experiment 1.1 measured RADAR’s
sensitivity to the magnitude of reward via performing sensitivity
analysis across three selected malware detectors.

To evaluate the performance in defense realization
(RADAR’s Phase 2) on all three malware detectors, we
conducted a series of experiments in which RL-RO was
employed on the policy network learned from Phase 1 to
improve the robustness of the malware model. Subsequently,
the robustified detector was applied to unseen recent malware
executables from VirusTotal to assess the effect of
robustification on malware detectors. It is helpful to
empirically analyze the repeated game set up by the proposed
robust optimization between the attack model and the defense
AT agent to identify when to stop the robustification process.
Since theoretical proof of equilibrium is challenging due to the
lack of a closed-form solution for Phases 1 and 2, in
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Experiment 3, we assessed whether the latter-round defense
models are robust against all earlier-round and current attack
models. Lastly, to assess the utility of RADAR in practice, we
conducted a real-world case study to demonstrate RADAR’s
capability of mitigating attack effectiveness in malware
detector design.

Evaluation Metrics

We adopted two common robustness metrics in the
adversarial malware analytics literature: evasion rate (ER) and
false positive rate (FPR). Evasion rate is a widely used metric
for measuring the performance of adversarial attack models
(Song et al., 2022; Anderson et al., 2018). When all generated
adversarial examples are functional, the evasion rate of an
AAE method against a given malware detector is defined as
ER = |E|/N, where E denotes the set of modified malware
variants capable of evading the malware detector and N
denotes the total number of malware samples generated by the
AAE method. A higher evasion rate indicates a stronger attack
capable of evading the cyber defense Al agent (e.g., malware
detector). FPR is defined as the ratio of benign samples that
are falsely detected as malware by the malware detector
(Fleshman et al., 2019). Additionally, since FPR plays a vital
role in the usability of real-world malware detectors, it is
crucial to ensure that while the robustification process reduces
the evasion rate, it does not noticeably increase the FPR of the
original vulnerable model.

Evaluation Results

Experiment 1: Evaluating RADAR in Adversarial
Attack Emulation

We systematically compared r-VAC’s performance with the
specified benchmark methods against the identified three
malware detectors and across six malware categories. Table 7
summarizes the benchmark evaluation results in terms of the
evasion rate. Higher evasion rates denote more effective attacks.
The last column reports the performance on all malware types
combined, which aligns with realistic malware detection
scenarios. The results in Table 7 present three main findings.
First, RL-based methods yielded more effective adversarial
malware variants than other alternatives, including hill
climbing-based EvadeHC and surrogate-based RNN methods.
This highlights the effectiveness of RL in AAE applications.
Second, r-VAC considerably outperformed all the benchmark
methods across all six malware categories and against all three
malware detectors. The highest performance in each malware
category is shown in bold font. On average, -VAC led to a 19%
performance increase against LGBM, 9% against MalConv,
and 10% against NonNeg. Third, r-VAC outperformed all

16 MIS Quarterly Vol. XX No. x / xxxx 202X

benchmark methods on the combined dataset against all three
malware detectors (last column in Table 7). The highest
performances are underlined and in bold font (28.13% for
LGBM, 22.99% for MalConv, and 18.98% for NonNeg).
Compared with best-performing methods (ACER and A3C), r-
VAC leads to approximately 8% performance gain against
LGBM (28.13 vs. 20.67), 5% against MalConv (22.99 vs.
17.58), and 4% against the robustified NonNeg (18.98 vs.
14.43).

These results suggest that enhancing VAC via our proposed r-
VAC vyields considerably stronger adversarial attacks capable
of evading malware detectors (the primary goal of AAE)
despite the sparsity of the reward in the malware domain.
Furthermore, outperforming other alternatives that can operate
in discrete adversarial action spaces (such as DDQN and
ACER) indicates that the ability of r-VAC in large malware
state spaces is instrumental in achieving these results. To further
show generalizability, Appendix B3 provides the results with
10 maximum allowed actions. In addition to evaluating evasive
performance, examining evasive emulated attacks is crucial to
providing insights into design mitigation strategies. To this end,
we identified the dominant adversarial action types (editing vs.
additive) that led to successful evasion, along with the top three
most evasive action sequences generated by r-VAC in Phase 1
of RADAR against LGBM, MalConv, and NonNeg (Table 8).
The second column in Table 8 lists the two most common
adversarial actions contributing to evading each malware
detector. The third column lists the top three most evasive
attacks (i.e., action sequences) for each malware detector.
Editing adversarial actions are underlined, whereas additive
adversarial actions are not. For LGBM, the most frequent
adversarial actions (compression and section rename) were both
editing adversarial actions. Compression and section rename
were involved in 16% and 14% of the evasive sequences,
respectively. For MalConv and NonNeg, while compression
was still the most dominant adversarial action in evasive attacks
(39% and 36%, respectively), the second most frequent actions
were additive (12% import append for MalConv and 10%
Remove Debug for NonNeg).

Overall, several observations can be made. First, compression
affected all three malware detectors as the most effective
adversarial action in emulating attacks. Second, as expected,
LGBM was more vulnerable to editing adversarial actions.
Additive adversarial actions were not effective in evading
LGBM, which is mainly based on features extracted from the
metadata that cannot be modified by additive adversarial
actions. Third, unlike LGBM, both MalConv and NonNeg were
more vulnerable to additive adversarial actions derived from the
whole malware executable via deep learning. These findings
also provide empirical evidence that the order of actions matters
and can contribute to better risk mitigation in modern malware
detector design.
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Table 7. Evasion Rate Comparisons Against Three Renowned Al-based Malware Detectors Across Six

Malware Categories

Malware Model Adware Botnet Ransomware | Rootkit Spyware |Virus Combined
detector (all types)
Random actions 0.69 1.01 1.65 0.89 1.47 1.98 1.49
BFA 1.07 1.52 2.44 1.37 2.34 3.03 2.01
EvadeHC 10.47 5.89 22.66 424 12.18 30.50 6.81
Surrogate RNN 6.47 23.95 13.33 11.49 9.37 15.78 6.29
PG 5.14 2.28 36.66 10.12 5.62 21.24 6.59
LGBM DDQN 16.64 23.00 44.33"" 39.12™* 19.8 27.77 9.21
RainbowDQN 13.87 25.09"™ [36.33 21.20 13.30 41.27 9.16
MAB-malware 9.07 4.21 11.25 4.89 10.98 24.13 10.00
ACER 14.79 30.99 60.11™" 27.51 26.87 62.82" 18.50
A3C 19.72 36.50" 53.11*" 25.17 19.37 41.27* 20.67
r-VAC 23.42 48.29 65.22 61.15 29.53 82.40 28.13
Random actions 0.72 1.04 0.87 0.83 2.02 1.44 0.96
BFA 0.92 1.90 1.22 0.96 3.28 2.28 1.67
EvadeHC 5.44 8.55 2.77 12.31 3.28 14.56 2.10
Surrogate RNN 7.19 9.12 11.22 6.01 21.09 36.57 10.80
PG 2.67 5.51 2.33 7.11 2.81 3.18 6.88
MalConv DDQN 6.99 6.08 11.89 16.83 27.5 30.50 14.80
RainbowDQN 9.14 5.51 17.33 31.05 6.71 26.10 10.17
GAMMA 3.98 6.13 6.39 3.50 5.34 4.95 12.63
MAB-malware 21.39 34.59 19.71 30.50 33.33 35.18 17.50
A3C 6.26 23.38 21.11 23.93 18.75 42.94 15.17
ACER 17.57 37.07 25.33 29.41 56.09 44.76 17.58
r-VAC 28.30 44.68 26.89 50.48 65.31 48.41 22.99
Random actions 0.59 1.15 1.50 0.86 1.24 1.13 0.88
BFA 0.77 1.33 2.22 1.09 2.03 1.82 1.57
Surrogate RNN 6.36 11.97 10.22 12.03 15.00 27.31 1.85
PG 297 10.07 422 4.92 10.93 3.64 4.16
DDQN 12.17 8.37 14.56 29.69 15.46 12.90 9.49
NonNeg RainbowDQN 4.93 10.64 11.33 15.59 15.62 19.72 6.47
GAMMA 15.60 5.20 9.26 7.31 10.08 26.11 11.0
MAB-malware 12.53 14.37 17.34 18.87 14.93 31.56 14.37
A3C 11.71 23.19 17.66 15.59 9.38 22.76 14.12
ACER 8.89 30.99 2222 24.90 20.63 37.94 14.43
r-VAC 15.97 48.67 26.89 46.24 31.30 41.58 18.98

Note: Numbers in bold indicate the best results. Methods with zero evasion rate across all malware categories were excluded.

Table 8. Dominant Adversarial Actions in Adversarial Malware Attacks with r-VAC in RADAR’s Phase 1

Evaded |Dominant action types |Most evasive action sequences
Al agent |in evasive attacks and
their frequency
Editing: » Change timestamp — Append import — Change timestamp — Compression
LGBM e Compression: 16% » Append import — Break checksum — Section rename — Section rename
» Section rename: 14% |« Remove signature — Overlay append — Compression — Section rename
Editing: » Compression — Remove debug — Overlay append — Overlay append — Section
MalConv e Compression: 39% rename
Additive: » Remove debug —» Remove signature — Import append —» Compression
» - Import append: 12% |e Append import — Overlay append — Change timestamp
N » Overlay append — Remove signature — Break checksum — Section rename —
Editing: .
« Compression: 36% Compression
NonNeg Additive: ’ » Overlay append —» Remove rebug — Break checksum — Compression
’ .40 « Remove debug — Change timestamp — Overlay append — Change timestamp —
« Remove debug: 10% Overlay append
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Figure 6. Performance Sensitivity of RADAR to the Reward Magnitude

Table 9. Reduction of Evasion Rate After Robust Optimization Across Three Al-Enabled Malware Detectors

Malware Evasion rate (LGBM) Evasion rate (MalConv) Evasion rate (NonNeg)
type Before RL-RO | After RL-RO Before RL-RO | After RL-RO Before RL-RO | After RL-RO
Adware 224 8.50 25.91 1.76 26.12 2.73
Botnet 15.7 2.31 29.81 8.08* 28.52 2.87
Ransomware | 13.4 3.66 25.88 3.20 26.33 2.41
Rootkit 18.9 2.37 32.46 4.35 20.83 2.1
Spyware 12.4 4.01 27.95 1.26 37.01 3.52
Virus 17.00 4.15 26.35 6.51 28.50 1.81
Combined 16.63 4.17 (FPR: 3.9) | 28.06 4.19 (FPR: 5.0) | 27.89 2.57 (FPR: 4.8)
Note: Numbers in bold indicate the best results.
Experiment 1.1: Sensitivity of RADAR to the enhance their robustness against adversarial attacks. The

Reward Magnitude

To ensure that the attack policy learned by RADAR is not
drastically affected by the magnitude of reward, we performed
a series of sensitivity analysis experiments across all three
malware detectors (LGBM, MalConv, and NonNeg). Based
on the common reward magnitudes in the RL literature
(Anderson et al., 2018), we empirically assessed the evasion
rate with a series of reward magnitudes ranging from 1 to
1,000. As it is impractical to test all possible reward values in
this range, we systematically selected 10 evaluation points
with almost doubling intervals to cover this range efficiently.
We repeated each experiment five times for each reward
magnitude. Figure 6 plots the average evasion rate of RADAR
across malware detectors.

The evasion rates reported in Figure 6 do not provide any
evidence in favor of lower vs. higher rewards in this range.
Accordingly. to ensure fair comparisons, following Anderson
et al. (2018), we chose the reward magnitude of 10 to conduct
all RT-based benchmark methods.

Experiment 2: Evaluating RADAR in Defense
Realization

We implemented our RL-RO design on the three identified
malware detectors (LGBM, MalConv, and NonNeg) to
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evasion rate was then measured on the unseen malware
executables for each malware detector. Table 9 compares the
evasion rate before and after our robustification with RL-RO
across the three identified malware detectors. The results
suggest that after adopting RL-RO, all three malware
detectors were substantially more robust against unseen
malware attacks. RL-RO reduced the average evasion rate
by 4, 7, and 11 times for LGBM, MalConv, and NonNeg,
respectively. Accordingly, on average, RL-RO decreased the
evasion rates across all three malware detectors by
approximately 84%, translating into a sevenfold increase in
robustness. To ensure that the robustification process does
not negatively affect the detectors” performance on correctly
recognizing benign samples, we measured the performance
of all robustified models on the benign executables obtained
from a clean Windows installation (Anderson & Roth,
2018). While the FPR of all robustified models on benign
executables stayed the same (3.9%, 5%, and 4.8% for
LGBM, MalConv, and NonNeg). the evasion rate was
significantly decreased, showing a considerable increase in
robustness against adversarial malware attacks.

To further demonstrate the practical utility of RADAR in
mitigating adversarial attacks, we later present a cybersecurity
case study using Endgame’s malware detector, LGBM.
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Figure 8. Adversarial Robustness of Defense Al Agents at Different Stages of the Repeated Game

Experiment 3: Empirical Analysis of the Repeated
Game in RADAR

To empirically analyze the robustification in a repeated game
setup and identify the stopping point, we alternated between
Phase 1 and Phase 2 to extend the proposed robust
optimization stages between the attack model and defense Al
agent beyond the single game. At each stage of the game, an
attack policy is leamned to evade the current version of the
defense AI agent (inner maximization in Equation 4).
Subsequently, a robustified defense AT agent is obtained that
is robust to the current attack policy (outer minimization in
Equation 4). This iterative process continues until the final
robustified defense AI agent is achieved (Figure 7).

For each stage, we report the evasion rate of the current attack
model (I15) against the current defense AT agent (hfbi)‘ evasion
rates of previous attack models against the current defense AT
agent, and their average (Figure 8). For brevity, the evasion
rate of each attack model is denoted by an index (e.g., ER2

denotes the evasion rate of I13). To establish a trade-off
between the adversarial robustness and false alarm rate (FPR),
we monitored the FPR during robustification and stopped the
process when FPR started to increase above 5% (Fleshman et
al., 2019).

Stopping the game is crucial to ensuring that increasing the
adversarial robustness does not compromise the practical
usefulness of the malware detector by increasing the false
alarm rate (Fleshman et al., 2019). As shown in Figure 8, the
original evasion rates of LGBM, MalConv, and NonNeg were
16.63%, 28.06%. and 27.89%, respectively. The average
evasion rate for each robustified defense AI agent (denoted by
diagonal stripes) monotonically decreased from 10.04%,
14.45%, and 13.01% at the second stage (for h?) to 4.61%,
5.82%. and 6% at the last stage (for h®), respectively, and
stabilized. This decreasing trend suggests that, on average,
latter-round defense AI agents are robust against the previous
attack models from former iterations. While this decreasing
trend in evasion rate could indicate convergence towards an
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equilibrium state in which no unilateral change in either
attacker or defender would result in an improvement, the FPR
starts to constantly increase beyond 5% for all subsequent
stages of the robustification from h* through h®. Accordingly.
to ensure that robustification does not result in a significant
increase of FPR in practice, it is suggested to stop the
robustification at h®. This experiment provides empirical
evidence that while it is not practical to discover all adversarial
examples in one shot, at each iteration of the repeated game,
new adversarial examples are discovered that were not known
to the robustified defender in the previous iteration.

Case Study: Mitigating Adversarial Attacks in
Malware Detector Design

To demonstrate the practical utility of RADAR in mitigating
attack effectiveness, we conducted a case study that focuses
on pinpointing the vulnerabilities of a specific malware
detector to provide insights into improving malware detector
design. Given its popularity in the Al-based malware analysis
community, we focused on enhancing LGBM’s robustness in
this case study. We used RADAR to pinpoint the adversarial
actions to which LGBM is most vulnerable. To this end, we
leveraged the action sequences that were generated by
RADAR and resulted in malware variants that successfully
evaded LGBM. Table 10 summarizes the most frequent
evasive action sequences of lengths 2 and 3 in each malware
category. Two key observations can be made from the most
frequent evasive action sequences in Table 10. First, in almost
50% of evasive action sequences, compression appeared as
the last adversarial action (holds for botnet, ransomware,
rootkit, spyware, and virus). Action sequences ending with
compression are shown in bold font.

Second, adversarial actions such as section rename and
overlay append that can be applied several times and are

applicable to multiple locations of the malware executable
were used more often than other adversarial actions. As a
result, 75% of the most evasive action sequences in Table 10
included either section rename or overlay append (held for
adware, botnet, ransomware, rootkit, spyware, and virus).
These action sequences are underlined. Interestingly, these
observations could be explained in accordance with human
hacker behavior. The first observation suggests applying
modification to the file first and obfuscating the content via
compression as the last step before deployment. The second
observation suggests prioritizing adversarial actions that are
repeatable and applicable to multiple parts of malware
executables over those that are specific to certain parts.
Visualizing the effectiveness of evasive adversarial actions
via a heatmap diagram can be useful in gaining insight into the
vulnerabilities of the malware detector (Song et al., 2022).
Accordingly. Figure 9 visualizes the frequency of evasive
adversarial actions within each malware category via a
heatmap diagram. The darkness of the cells is proportional to
the number of times the action appeared in the action
sequences. While the darker cells (associated with
compression and section rename) are concentrated on the left
side, the right side includes lighter cells (associated with
overlay append).

Figure 9 suggests that LGBM was most vulnerable to
compression and section rename (marked with the number 1)
and least susceptible to byte injections at the end of the file
(i.e., overlay append) (marked with the number 2). This can
lead to a practical design guideline for training LGBM
detectors: to increase the robustness of LGBM against
adversarial actions, such as compression and section rename,
it could be useful to augment LGBM’s training set with the
compressed malware files. Furthermore, it could be helpful to
add noise to section names in the training set to make the
model agnostic to subtle changes in the section names.

Table 10. Most Frequent Evasive Adversarial Action Sequence in Each Malware

Most frequent successful action sequences by length

Malware

type Length =2 Length=3

Adware Change timestamp — Append import Overlay append — Overlay append — Section rename
Botnet Remove debug — Section rename Overlay append — Remove signature —» Compression

Ransomware |QOverlay append — Compression

Remove debug — Remove signature — Compression

Rootkit Remove debug — Compression Remove debug — Overlay append — Break checksum
Spyware Remove signature — Section rename Overlay append — Remove debuq — Compression
Virus Overlay append —» Compression Overlay append — Overlay append — Section rename
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Figure 9. Frequency of Evasive Adversarial Actions for EMBER Malware Detector

Discussion I

Guided by the computational design science paradigm
(Gregor & Hevner, 2013; Rai, 2017), our study concerns the
emerging problem of the robustness of cyber defense AI
agents against adversarial attacks. To address the problem,
we extensively explored viable solutions and designed a
novel IT artifact by drawing on two statistical learning
theories: reinforcement learning (RL) and robust
optimization (RO). The proposed IT artifact was instantiated
in the context of adversarial malware attacks, where a novel
RIL-based method was implemented to emulate adversarial
attacks, and RO was leveraged to strengthen the robustness
of malware detectors. The instantiation of our RADAR
framework outperformed the state-of-the-art benchmark
methods in emulating adversarial malware attacks and
robustifying malware detectors and provided actionable
insights to inform the design of malware detectors.

Our contribution to the IS knowledge base is threefold. First,
our RADAR framework contributes to the IS security research
with a novel design for strengthening the robustness of cyber
defense AI agents. While the adversarial nature of cyber
defense has been recognized in behavioral and economic
security research, prior research on cyber defense Al agents
rarely examines the effectiveness of the AI agents in such
adversarial environments. To this end, the RADAR framework
models the adversarial environment with a two-player infinite

2.] Least Evasive |

game, resulting in a robust AI agent. Second, the proposed r-
VAC contributes to the prescriptive knowledge of adversarial
attack emulation by providing an effective approach to
emulating adversaries that take sequential actions to conduct the
attack. While most existing AAE methods overlook the
sequence of actions for achieving successful adversarial attacks,
our r-VAC method shows that explicitly modeling the sequence
of actions not only results in more effective adversarial attacks
but can also provide actionable insights for improving the design
of cyber defense AI agents. Our findings suggest that revealing
highly evasive action sequences can help designers discover and
mitigate the vulnerabilities of cyber defense Al agents. Third, we
contribute to robust optimization by validating and extending the
theory in an emerging and high-impact cybersecurity domain.
We found that modeling the game between the adversary and the
cyber defense AI agent as a robust optimization problem is
particularly effective for strengthening the robustness of cyber
defense AI agents. Moreover, from a methodological
perspective, our RL-RO approach extends the optimization
objective to account for adversarial attacks achieved by taking
sequences of discrete actions.

In practice, RADAR can serve as a sandbox environment that
enables a continuous test-and-improvement loop. enabling the
defenders to be one step ahead of the adversary. Such an
improvement loop could reduce an organization’s
vulnerability to unseen cyber attacks significantly. This has
positive financial and practical implications across the
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industry. As shown in our experiments, RADAR effectively
reduced malware attack success rates by up to seven times
on average. Given the $2.6M annual cost of malware attacks
per firm, together with the recent 11% increase in malware
attacks to IT firms (Bissell et al., 2019), the adoption of such
Al-enabled cyber defense design can potentially generate
sizable financial benefits for the industry.

Apart from the financial benefits, we foresee three categories
of cyber defense stakeholders that can benefit from our
study: cybersecurity managers, cyber defense providers, and
cybersecurity analysts. Managers can continuously monitor
the security posture of their Al-based cyber defense guided
by the vulnerability reports generated from emulating
adversarial attacks in RADAR. Cyber defense providers can
benefit from the iterative feedback loop embedded in
RADAR to increase the robustness of their Al-based cyber
defense solutions before large-scale deployment in IT firms.
Cybersecurity analysts, including malware analysts and
other security practitioners in security operations centers
(SOCs), can leverage RADAR as a tool to mitigate unseen
attacks such as new adversarially generated malware
variants. Although our research can potentially contribute to
strengthening cyber defense in security organizations,
precautionary measures are needed to ensure ethical usage
and prevent unwanted misuse. These measures include
restricting access to RADAR’s source code, granting access
to only known academic research communities, or providing
RADAR’s functionality as a secure service/API and
monitoring its usage. With these measures in place,
benevolent use can significantly outweigh malicious usage.
Similar successful examples have been observed for other
tools in the cybersecurity community (e.g., Kali Linux for
penetration testing).

Conclusion, Limitations, and Future
Directions I

Cyber defense Al agents protecting IT infrastructure are
vulnerable to adversarial attacks, introducing an immense
security risk and causing disastrous societal outcomes. It is
crucial to defend Al agents against adversaries generating
large-scale adversarial attacks automatically. This requires
keeping up with the arms race between the defender and the
adversary. Motivated by this critical need, this study draws
on RO and RL theories in the design of a novel RADAR
framework for improving the robustness of cyber defense Al
agents. RADAR enables an adversarial game between the
adversary and defender. Via rigorous evaluation, we showed
that under RADAR, emulating adversarial attacks improves
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the robustness of Al agents. RADAR was instantiated in the
malware attack domain, and its performance was extensively
measured against state-of-the-art benchmarks. Using
RADAR resulted in reducing the malware attack success rate
by seven times. We also conducted a case study on a highly
reputable Al-based malware detector to show the practical
utility of RADAR in designing robust malware detectors.
Finally, we discussed contributions to the IS knowledge base
and practical implications.

There are several future research directions. First, while our
experiments use a set of actions to rigorously evaluate our
framework due to limited computing resource constraints,
RADAR can accommodate extended action spaces to
include more adversarial actions. One promising future
direction is to automate the identification and extraction of
adversarial actions from salient attacker behavior using
imitation learning, augmented intelligence, and generative
models such as GPT. Similarly, our state space could be
further extended with representation learning to
automatically identify useful features of malware
executables. Second, RADAR was empirically tested to
show that, even with suboptimal emulated adversarial
attacks, cyber defense Al agents could still be robustified in
practice. Future research could investigate alternative
strategies to balance exploration and exploitation and
theoretically quantify the quality of emulated adversarial
attacks and their effect on robustification using the analysis
of regret (Tranos & Proutiere, 2021). Third, the RL
technique and the RO objective in RADAR could be further
enhanced by the future state of the art and adapted to the
cyber defense application domain to reflect domain
characteristics. Lastly, though our experiments in the
malware attack domain did not suffer from reward sparsity,
in other applications, reward sparsity could hamper RL-
based adversarial attack emulation. A promising direction
for addressing reward sparsity is using a combination of
model-based and model-free RL methods.
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Appendix A

A Taxonomy of Selected Major Recent Deep RL Methods I

To systematically identify RL methods suitable for AAE, we expand the taxonomy given by Zhang and Yu (2020) to provide a taxonomy of
prevailing deep RL methods. While not meant to be exhaustive, we aim to include recent highly cited deep RL methods. According to the
AAE domain requirements noted in the RL review, Table Al summarizes recent highly adopted RL methods across four dimensions:
dependence on a predetermined model of the environment (model-free vs. model-based), sample efficiency (very high, high, and medium),
supported action types (discrete vs. continuous), and supported state space size (very high, high, medium).

Table A1. Selected Major Recent Deep RL Methods

5 ex""gz'n " RL Model E?f?::r:zy State Space Size |  Action Space Type
MBVE (Feinberg et al., 2018) Very high Medium Discrete & Continuous
Model-Based WM (Ha & Schmidhuber, 2018) Very high Medium Discrete & Continuous
AlphaZero (Silver et al., 2018) Very high Medium Discrete
I2A (Racaniére et al., 2017) Very high Medium Discrete
PPO (Schulman et al., 2017) Medium High Discrete & Continuous
A3C (Mnih et al., 2016) Medium Medium Discrete & Continuous
TRPO (Schulman et al., 2015) Medium High Discrete & Continuous
VAC (Fellows et al., 2019) High Very high Discrete & Continuous
SAC (Haarnoja et al., 2018) High High Continuous
Model-Free TD3 (Fujimoto et al., 2018) High High Continuous
HER (Andrychowicz et al., 2017) High Medium Continuous
ACER (Wang et al., 2017) High High Discrete
Ett)a?!r\lz(ol-:%s)selt etal., 2016; Mnih High High Discrete
DDPG (Lillicrap et al., 2016) High High Continuous

Note: MBVE: Model-Based Value Estimation, WM: World Model, I12A: Imagination-Augmented Agent, PPO:

Proximal Policy Optimization, A3C:

Asynchronous Advantage Actor-Critic, TRPO: Trust Region Policy Optimization, VAC: Variational Actor-Critic, SAC: Soft Actor-Critic, DDPG:
Deep Deterministic Policy Gradient, TD3: Twin Delayed DDPG, HER: Hindsight Experience Replay, ACER: Actor-Critic with Experience Replay,
DDQN: Double Deep Q Network

In AAE, there is often no prior knowledge to model the environment due to its black-box nature. If available, such a model would determine
the probability of transitioning to a new state given a current state and action (Feinberg et al., 2018; Ha & Schmidhuber, 2018; Racaniére et
al., 2017: Silver et al., 2018). In contrast, model-free RL methods are able to operate without requiring or trying to learn environment transition
dynamics (Fellows et al., 2019; Fujimoto et al., 2018; Haarnoja et al., 2018; Hasselt et al., 2016; Mnih et al., 2016a; Schulman et al., 2015,
2017; Wang et al., 2017). Accordingly, we focus on the model-free RL paradigm in our design.
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Appendix B

Adversarial Attack Vectors I

B1. Reconnaissance Sources for Identifying Adversarial Attack Vectors

By consulting several currently active cybersecurity practitioners from academia, government, and industry, we identified four primary
reconnaissance sources useful to identify adversarial attack vectors. Table B1 presents the reconnaissance sources for identifying adversarial
attack vectors, along with potential information providers and examples. The reconnaissance sources appear in the order of usefulness, voted
unanimously by the cybersecurity practitioners.

Table B1. Reconnaissance Sources for Identifying Adversarial Attack Vectors

Reconnaissance source | Providers Example(s)
Current attack literature e Academic publications (conferences, journals) e S&P, CCS, TDSC, TIFS
Domain expert o Security practitioners » Malware/network analyst
. » Security Evasion Competitions held by industry « Endgame, Microsoft
Cybersecurity reports e Cybersecurity firms e FireEye, Avast, Mitre
Cyber defense Al agent . . - .
design documents « APl documentation and source code from academic labs | e Laboratory of Physical Sciences (LPS)

Note: S&P: Security and Privacy, CCS: Computer and Communications Security, TDSC: Transactions on Dependable and Secure
Computing, Transactions on Information Forensics and Security

Current attack literature from renowned cybersecurity publications such as Security and Privacy (S&P) and Computer Communications Security
(CCS) is crucial to identifying the most recent attack vectors. Additionally. domain experts and security analysts (e.g.. malware analysts) can
effectively identify attack vectors. Cybersecurity reports from security evasion competitions held by industry, such as the Microsoft Machine Leaming
Security Evasion Competition (MLSEC) (https://mlsec.io) and periodic reports from cybersecurity firms (e.g., FireEye), are another valuable
reconnaissance source to identify attack vectors. Lastly, the cyber defense AT agent’s design documents (e.g., API description and source code) could
be analyzed by practitioners to identify potential attack vectors. We used three reconnaissance sources (attack literature, domain expert, and MLSEC
competition) to identify adversarial malware attack vectors.

B2. Preserving the Functionality of Malware Variants

Permissible adversarial actions must preserve the malicious functionality of the malware. We employed VirusTotal’s APL a web-based platform that
supports malware analysis, for assessing the functionality of malware executables after modification. VirusTotal offers useful malware behavior
reports featuring static and dynamic analysis of the malware executable. These reports describe important information such as network behavior and
file access behavior. Using the API, we compared the behavior reports of the modified variants and the original version (unmodified malware
executables). In this process, we ensured that the key behavioral indicators of maliciousness in VirusTotal’s report stayed the same before and after
modification, showing that the modified executables can be run on the operating system and are fully functional.

B3. Extending Experiment 1 by Increasing the Maximum Number of Actions in an Episode

To show generalizability, we conducted a set of experiments that allowed up to 10 actions in each episode and compared the performance of our model
with the strongest attack for each malware detector (i.e., A3C for EMBER and ACER for MalConv and NonNeg) from Experiment 1. As shown in
Table B3, when up to 10 actions are allowed, the performance gap between the proposed method and the best-performing method further increases.

Table B3. Evasion Rate Comparisons for Al-Based Malware Detectors with Extended Action Sequence Length

Malware Model Adware Botnet |Ransomware |Rootkit |[Spyware |[Virus Combined
Detector (all types)
LGBM A3C 15.02% 39.50% |58.50% 39.11% |40.81% 50.22% |28.29%
r-VAC (ours) 26.41% 55.09% |75.19% 71.00% |36.30% 84.44% |[37.96%
MalConv ACER 25.07% 41.05% [31.33% 37.40% |61.10% 50.75% [21.32%
r-VAC (ours) 31.03% 50.50% |34.50% 55.40% |67.30% 52.24% [25.87%
NonNeg ACER 10.89% 33.00% ]25.11% 28.99% [26.55% 38.24% [17.65%
r-VAC (ours) 20.34% 52.17% |29.99% 55.03% |36.30% 45.01% [21.65%
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Appendix C

Policy Gradient Theorem and Action Reparameterization I

To solve the objective given in Equation (2), the policy gradient theorem computes the gradients of the expected return of state s under
policy gy, known as value function Vy(s):

VoVo(s) = VoE g r,y[Qr, (5, a)] = Vg Xaenamo(als)Qr,(s,a) ; definition of expectation
= Yaea Qn,(s,a)Vgmg(als) + mg(als)VgQe(s,a) ; derivative of the product
= Yaea Qry (s, )Vomg(als) + m(als) Xsesp(s'ls, a)VeVp(s") ; Bellman equation
As the second term is recursively defined, the gradient depends on the first term:
Yaca Qn, (s, )Vomg(als) = Yaen Qr,y (s, )y (als)Vg logmg(als) ; derivative log trick
= E,[Vg logmg(als) Qr, (s, a)],
which explains the gradient form in Equation (3). In reparameterization with approximate sampling, the discrete action variable is

reparameterized by a function g(6, G), where G is a random variable admitting Gumbel distribution. Accordingly, VgEq[Qy, (s, a)] is
rewritten as:

VoEq[Qn, (s, )] = VoEs[Q(s, (8, )]

=E; [VQQ(S, g(6, G))]; move expectation under G out of gradient w.r.t. 8, which indicates the gradient is
estimated with sampling as noted in “Action Reparameterization.”
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Appendix D

RL-Based Robust Optimization (RL-RO) Algorithm I

Algorithm 1 presents the outer minimization procedure in RL-RO formally. The algorithm accepts a policy network Ilg " () learned in
RADAR’s Phase 1, a defense Al agent’s model hg, and a dataset of malicious inputs (x,y) ~ D detectable by the defense Al agent, where
x and y denote the input malicious samples and their class labels (denoting malicious category), respectively, and D denotes the sampling
distribution. The output of the algorithm is the robust cyber defense Al agent’s model hg,. The algorithm features an iterative procedure

continuing until the change in loss (the error rate of the defense Al agent) is lower than a small threshold €. At each iteration, adversarial
samples are generated via the learned policy, and the Al agent loss is minimized based on Equation (4). Consistent with the literature, to
solve Equation (4), Adam optimizer (Kingma & Ba, 2015) was used to conduct stochastic gradient descent.

Algorithm 1: Outer Minimization in RL-based Robust Optimization (RL-RO)
Input: Policy network g 5, s (+), vulnerable AT agent hy, set of detectable malicious inputs (x,y) ~ D, constant €
Output: Adversarially robust cyber defense Al agent hg,
Initialization: L' = 0, AL = 1, € = 0.001
While the loss change AL > € do:

setL=0

for each (x, y) do:

Obtain an adversarial sample via Ip p, , x)

Update the loss value using Equation (4): L « L + ¢ (h¢ (ngh " (x)) , y)
Update ¢ via stochastic gradient descent using Adam optimizer: ¢ « Adam (VyL, $)
Compute the loss change AL « L — L'
L' « L \\'update the defense Al agent’s loss
¢' « ¢ \\ Store the robustified model’s parameters
Return robustified Al agent h¢'~
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Appendix E
Empirical Efficiency Analysis of RADAR I

Due to the lack of a closed-form solution for the RL objective function, guaranteed convergence analysis could be impractical and
challenging; therefore, we performed an empirical time analysis of attack generation per malware type to provide insights on the empirical
time complexity of RADAR when used to emulate adversarial attacks for an Al-enabled detector (MalConv in this case). Table E1 shows
the results in terms of mean elapsed time in seconds.

Table E1. RADAR's Mean Elapsed Time of Attack on each Malware Type against MalConv

Malware type
Adware Botnet Ransomware Rootkit Spyware Virus Average
yeanelapsed | 211.00s | 157.80s 56.50 s 143.80's 112.80 s 7524 126.19's

In all malware types, evaluating the evasiveness of a generated malware variant against a detector took less than a second. As shown in Table
E1. generating each adversarial malware variant took 126.19 seconds on average across all malware types. Assessing the functionality via
VirusTotal API per malware file was done in less than 5 seconds. The results suggest that RADAR could serve as an empirical robustness
evaluation tool for modern detectors at scale. To further improve the scalability, multiple versions of RADAR can be executed concurrently.
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